Software License Agreement
Licensor: Aaron Software
Licensee: You

1. This is an agreement between Licensor and Licensee, who is being licensed to use
the named Software.

2. Licensee acknowledges that this is only a limited nonexclusive license. Licensor is
and remains the owner of all titles, rights, and interests in the Software.

3. This License permits Licensee to install the Software on one Exchange server.
Licensee will not make copies of the Software or allow copies of the Software to be
made by others, unless authorized by this License Agreement. Licensee may make copies
of the Software for backup purposes only.

4. Notwithstanding the foregoing, LICENSOR IS NOT LIABLE TO LICENSEE FOR ANY DAMAGES,
INCLUDING COMPENSATORY, SPECIAL, INCIDENTAL, EXEMPLARY, PUNITIVE, OR CONSEQUENTIAL
DAMAGES, CONNECTED WITH OR RESULTING FROM THIS LICENSE AGREEMENT OR LICENSEE®"S USE OF
THIS SOFTWARE. Licensee®s jurisdiction may not allow such a limitation of damages, so
this limitation may not apply.

5. Licensee agrees to defend and indemnify Licensor and hold Licensor harmless from
all claims, losses, damages, complaints, or expenses connected with or resulting from
Licensee"s business operations.

6. Licensor has the right to terminate this License Agreement and Licensee®s right to
use this Software upon any material breach by Licensee.

7. Licensee agrees to return to Licensor or to destroy all copies of the Software upon
termination of the License.

8. This License Agreement is the entire and exclusive agreement between Licensor and
Licensee regarding this Software. This License Agreement replaces and supersedes all
prior negotiations, dealings, and agreements between Licensor and Licensee regarding
this Software.

9. This License Agreement is valid without Licensor®s signature. It becomes effective
upon the earlier of Licensee"s signature or Licensee®s use of the Software.



Setting up ExchangeMWI 2.8

e Set a user to have impersonation rights on Exchange (Add these commands with Exchange Management
Shell PowerShell)
0 This user will be allowed to search user’s inbox for new voicemails

Add-ADPermission -ldentity (get-exchangeserver -Identity MyMailServer).DistinguishedName -User (Get-User -Identity
MyUserName | select-object).identity -extendedRight ms-Exch-EPI-Impersonation

Get-MailboxDatabase | Add-ADPermission -User MyUserName -ExtendedRights ms-exch-EPI-May-Impersonate

-Replace MyUserName and MyMailServer with your information.

- I've noticed copying from the PDF will add little spaces and character returns. | suggest coping and pasting
into Notepad to clean up the commands before executing.

e With the same user you used above fill out the Domain section with that information.
e Set the desired polling time for querying Active Directory.

e Enter in your OWA server in the Client Access Role section under the Exchange tab

e Enter in your SIP server. This is the same SIP server Exchange points to.

e Save your settings and click start.

File Edit Tools Help

e | # Ha @&

I Exchange I Sip Servers [PEX] I

Authentication | Uszer Exclusion Listl

Izer Mame: Iadministratnr adminiztrator

FPaszward:

Ixxxxxx

FODM: Iaarunsuftware.cnm

Pall imer: IEI:I

Pall timer for quemning Active Directoy UM users. The
default iz one minute, [requires zervice o restart]

aaronzofbware. com

Status: Ready
Yer 28.00 Aaran Software




']E"E:-:change MWI Enterprise Configurations

File Edt Tools Help

e | # 52 @&

| Sip Servers (P |

— Exchange - Client Acceszs Role

Cerver: I'T'E"I

¥ Secure [httpz]

S5L requires thiz zervice ta run az the damain uzer above with the Client Access Role certificate
inztalled for that uzer. Example: mail. aaronzoftware, com

tax Threads: IEEI

Override the calculated threads for Exchange meszzage store zearchez. The default iz 20 but
E xchangetd's/| recalculates thiz amount bazed on the amount of unified users.

Statuz: Ready
Yer 28.00 Aaran Software

Enter in your OWA server in the Client Access Role section under the Exchange tab

':;ﬁEuchangE MWI Enterprise Configurations

File Edit Tools Help

ol | % Ga @

Eenerall Dl:umainl Exchange Sip Servers [FEX] |

General | Specify PB4 far numbersl

HostMame | Pot | Priorty | M) On | MwlOf | Callout Enabled |

i192.168.1.3 5060 1 aoao a0 True

Right click to add, remove or edit items.

I~ Check zip zerver before sending

¥ Round rabin ip ZEIYElE

Statuz: Feady
Yer 28.00 Aaran Software

Enter in your SIP server. This is the same SIP server Exchange points to.




MWI Outcall
Version 2.8 now supports a feature called Outcall. Some PBXs systems have two numbers that are used for

turning the MWI light on or off. ExchangeMW!I will impersonate the phone and dial one of the numbers,
resulting in the light turning on or off. This feature is internal to the PBX and the end-user will not see the SIP

transaction taking place or see their phone dialing another number.

Cisco CallManager Express users should use this feature due to a bug in some 10S versions with SIP notify.

1@ Edit Server E |

Server |192168.1.3

Part: IEDEEI
o |-| 'I 1 being the highest
Friority: and don't uze the

zame number bwice

k| O Aumber; IEDDD

Myl OFf rumber. |5001

YWhen your PB# does not support unzolicited
SIP natifications or you are having difficulty with
SIF notifications you should try enabling the
kAl Dutcall feature.

Cancel Save

Cisco CME sample configuration

ephone-dn 9

number 8001

mwi off

I

I

ephone-dn 10

number 8000

mwi on
|



Common Setup Problems:
What demo users are MWI enabled
I. Open the Event Viewer and look for the event ID 500. This will list the first five users that are enabled
for MWI.

When using a standard user account with SSL (not a Domain Admin) ExchangeMWI is unable to create
preferences and a create preference error 100 is seen in the Event log.

Reason: When using SSL the ExchangeMW] service is running as the user in the Domain section of “Exchange
MWI Configurations”. While running the service as that user it inherits the user’s permissions and prevents
standard user from altering the ExchangeMW!I program’s folder.

Remedy: They are three different ways you can fix this and only one remedy is needed.
I. Give the user Domain Admin rights
[I. Add the user to the local administrator’s group
IIl. Give the user read/write permissions to the ExchangeMW!I folder

How to get SSL working if your domain doesn’t have self enrollment enabled
I. Using the user account in the Domain section of “Exchange MWI Configurations” log into Exchange
OWA with Internet Explorer. https://mailserver.yourdomain.com/owa

II. Click on the certificate and then click “View Certificate”
[ll.  On the bottom click Install Certificate
IV. The Certificate wizard appears
V. Leave the defaults and click next then click finish.
VI.  Within “Exchange MW!I Configurations” check Secure (http) in the Client Access Role section
VII. Click the save button
VIII. Start the service and review the event log for any errors

Exchange UM is working but ExchangeMW!I is not

Possible Reason: Many times in CallManager the SIP trunk’s inbound Calling Search Space doesn’t
include the internal phones. This will cause SIP error message 404, representing those users are not
found in the realm.

Remedy:
e Double check your Calling Search Space and the partitions associated to it.
e Look at the route pattern associated with the SIP trunk and it’s partition



Windows 2008 Server Issues

1. After installing ExchangeMWI the application “Exchange MWI Configurations” does not have proper rights
to its own folder. This prevents the application from creating the preference file and working correctly.

Reason: Do to the new security Improvement in Windows 2008 the program folders are protect with a more
restricted ACL applied to the folder.

Remedy: Add the *user manually to the application’s folder, either
Program Files\AaronSoftware\ExchangeMWI
Program Files (x86)\AaronSoftware\ExchangeMW]I

*The user to add depends on the user currently logged into the sever editing the applications
preferences. Example: If you are logged in as bjones, bjones should be added with full permissions to the
folder.

Notes: I’'m highly considering moving the preferences to a better location to prevent this issue from
occurring in the future.



IIS recommended setting for EWS Virtual Directory

Issue: Do to ExchangeMW!I querying the Client Access Server role numerous times a minute, the IIS web log files
become very large in size over time.

Remedy: You have two chooses in fixing this issue.
1) Turn off logging for the EWS virtual directory
2) Manually delete old log files

a. Usually found in C:\WINDOWS\system32\LogFiles\W3SVC1

lT; Internet Information Services (I15) Manager

‘Tg File  Action  Wew  Window  Help

€ AmXEFRR @®E| 2] ) =

-Eg Inkernet Information Services [arne | Path
= 0 MAILZ (local computer) __Ibin
B#-_J Application Pools =] Exchange. asmx
|-_'-|_._J Web Sites |=| Glabal. asax
=) Default weh Site | Messages.xsd
H i 1' i | - '
‘f’ Autodiscover 1= | Services.wsd
™ | Tvpes.xsd
- 5 Fyadmi :
admin |~ | web.canfig

-t Exchange

-t Exchweb

~taut Microsoft-Server-F
--~T1 oA

"Tj Public

~taut UnifizdMessaging
- ) aspnet_client
EEI--Q Symankec Mail Security,
[+ _J Web Service Extensions

| web.config.bak.

ArAtAr

< | | K1




EWS Properties

HTTP Headers Custom Errors I ASP.MET
Wirkual Directary Diocurments I Directory Security

The content Far this resource should come From:

" A share located on another computer
" redirection ko a URL

Local path: I C:\Program FilesiMicrosoft\Exchange Sk Erowse. ..

L

[~ script source access _'/l_ Log wisits

v Read v Index this resource
[T werite

[™ Directory browsing

Application settings

Application name: I EWS Remove

Skarking poinkt: <Default Web Sike=1EWS, ..
Configuration. ..

Execute permissions: IScripts anly

il

=
Application pool: IMSExchangeServices.ﬁ.ppPDDI j Unlzad




Exchange Integration with Cisco CallManager

2 SIP Trunk Security Profile Configuration - Microsoft Internet Explorer
File Edit View Favorites Tools Help ",'

eﬁack @ \‘_/J @ @ _;j /fj Search ‘f‘\'g’Favorites @ D}}{v .,; u _J ﬁ “3

Address |@ https:ff10.20,10.1:844 35 cemadmin/sipTrunkSecurityProfileEdit . do?key=0fd98c54-30ba-4bfd-83e7- % Go Links ** '% -

aliali Cisco Unified CM Administration
cisco {1
|:||;|:|IJ_

Wil Cisco Unified M Administration |w

For Cisco Unified Communications Solutions

admin About

System »  Call Rowting «  Media Resources = Voice Mail = Device = Application = User Management ~  Bulk Administration

L En MRS Back To Find/fList w

SIP Trunk Security Profile Configuration

LE Save x Delete Copry % Reszet Iﬂl} Al Mewy
SIP Trunk Security Profile Information A
Narne * |N|:|n Secure SIP Trunk Profile |
Description |N|:|n Secure SIP Trunk Profile authenticated by null Strl
Device Security Mode |NDn Secure vl
Incoming Transport Type® |-|—Cp+UDp vl
Cutgaing Transport Type |Tcp vl
[IEnable Digest Authentication
Monce Yalidity Time {rins)® | |
%.509 Subject Narme | |
Incoming Port® |506E| |
[JEnable Application Level Authaorization
¥ Accept Presence Subscription
[] sccept Out-of-Dialog REFER
Accept Unsolicited Motification
¥ Accept Replaces Header
= [Save] [ Delete ] [Cop\,r ] [ Reset] [ Add New ]
M
@ Dore é ﬂ Internet

Make sure the “Accept Unsolicited Notification” is checked, ExchangeMW!I does not login to CallManager. It only
sends unsolicited Notifications.



A Find and List Route Patterns - Microsoft Internet Explorer

File Edit  Wiew Favorites  Tools  Help

. AN A & vy ] A= o
e Back </ @ @ -.'_lj 7 Search “?/\5" Favorites @ [2—__{ S 5 j ﬁ ‘3
address &) https:}10.20,10.1:3443ccmadminjroutePattamzFindlist do? <%=reqParams . »areccrt=0¢ ¥ | [ig Go  Links > & -

Cisco Unified CM Administration |»

— |

alialin  Cisco Unified CM Administration
cisco

For Cisco Unified Communications Solutions

admin About Logout

System »  Call Routing »  Media Resources - Woice Maill »  Dewvice »  Application = User Management «  Bulk Administration

Find and List Route Patterns

E:} Aled Mewy @ Select Al @ Clear Al % Delete Selected
”
Status il
@ 14 records found
Route Patterns (f - #4 of 14) Rows per Page |
. Route . . - . B
Find Batterns where | Pattern w I begins with |+ |[F|nu:|] [ Clear Filter ] =
[ Patterm > Description Partition Foute Filter  Associated Device Copy
[~ 1000 Exchange UM Route Pattern el? trunk i)
[~ 1100 An-Test MetroPT 212 trunk )
1101 212 trunk ) 2
< | o
@ Done S Internet

Make sure your Route Pattern points to the e12_truck (The SIP trunk to Exchange 2007)



2 Trunk Configuration - Microsoft Internet Explorer

File Edit Wiew Faworites Tools  Help

" ] ( e . . Pt T
@Back - \_/) @ @ \'_lj pSearch NFavurltes @ [}-:_Zv =" E ._J ﬂ .'3
-°-E|E|FBSS|@ https:f10.20,10.1:8443/cemadming deviceEdit. dotkey=8b6F acf4-60cd-9cF7-b3fe-95bdbefcd0e? w GD Links ** % -

alaly  Cisco Unified CHM Administration
cisco

For Cisco Unified Communications Solutions

System »  Call Rowting = hedia Resources « “oice Mall = Device = Application «  User Management +  Bulk Administration = Hg

Trunk Configuration

LB Save x Delete % Reset I:I']= Add Mews

2LdLds, mcau
| \& d E

Device Information

Product: SIP Trunk

Device Protocol: SIP

Device Mame* [e12_trunk |
Description | |
Device Pool* | Default v|
Comrnon Device Configuration | < Maone = Vl |
Call Classification™® | Use System Default Vl
Media Resource Group List |{ Mone = Vl
Location™® |Hub_Nune Vl
AAR Group |{ Mone = vl
Packet Capture Mode™ | Mone vl
Packet Capture Duration |D |

[OmMedia Termination Paint Required
Retr\,r Video Call as Audio
[CJTransmit UTF-& for Calling Party Mame

[JUnattended Part

| £

@ Done é ﬂ Inkernet




| Trunk Configuration - Microsoft Internet Explorer

File Edit ‘Wiew Faworites Tools  Help

. | I . . ; ™ A
Qi © HME G Lo foro @ B- LS JE B
Address |@ https:fi10.20,10.1:8443/cemadming deviceEdit. dotkey=8b6F acf4-60cd-9cF7-b3FE-98bdbeFcd0e? A GD Links ** '%1:] -

Cisco Unified CM Administration |+

Logout

Mawvigation

alal,  Cisco Unified CHM Administration
CISCo

For Cisco Unified Communications Solutions

admin About

System »  Call Rowting +  Media Resources = “oice Mal »  Device = Applicstion = User Management +  Bulk Administration »  He

S L RT3 Back To Find/List w

Trunk Configuration

B Save x Delete % Reset |:|']= Al Newy
Multilevel Precedence and Preemption (MLPP} Information i
’7MLF‘F‘ Darmain | < Mone = w
Call Routing Information
— Inbound Calls
Significant Digits* | all v|
Connected Line ID Presentation® | Default v|
Connected Narme Presentation™® | Default v|
Calling Search Space | Metro v|
48R Calling Search Space |< Mone = v|
Prefix DM | |
Redirecting Diversion Header Delivery - Inbound
— Outbound Calls
Calling Party Selection |Originator vl —
Calling Line 1D Presentation ™ | Default vl
Calling Marme Presentation * |Defau|t vl
Caller ID DN | |
Caller MNarne | |
Redirecting Diversion Header Delivery - Outbound
b
@] Dore S @ nternet




8 Trunk Configuration - Microsoft Internet Explorer

File Edit ‘“iew Faworites Tools Help l’;'

- L] = _F-"‘_ . ™ _\. ;
eBack M > @ @ lj j_lSearch .. Favarites €‘3 [‘J-_r__{v =" = _J ﬂ ﬁ
Address |@ https: 110,20, 10, 1:844 3 /cemadmin/deviceEdit, dotkey=ab&Facf 4-60cd-2cf 7-bafe-98bdbefraie? A GD Links ** '%1:] -

Cisco Unified CM Administration

Logout

Mavigation

alal,  Cisco Unified CHM Administration
CISco

For Cisco Unified Communications Solutions

admin About

System »  Call Routing +  Media Resources = “oice Maill »  Device = Applicstion = User Management = Bulk Administration +  He

CEA R e O eH Back To Find/List ~

Trunk Configuration

B Save x Delete % Reset I:I']i Aeld Mew
L I A
Redirecting Diversion Header Delivery - Outbound |
SIP Information
Destination Address* |1D.D.10.? |
[JDestination Address is an SRY
Destination Port® |5I36E| |
MTP Preferred Originating Codec®
Presence Group™ | Standard Presence group Vl
SIP Trunk Security Profile® [Mon Secure SIP Trunk Profile v|
Rerouting Calling Search Space |Metr0 vl
Qut-0f-Dialog Refer Calling Search Space | < None = vl
SUBSCRIBE Calling Search Space |< Mone = vl
SIP Profile® | Standard SIP Profile vl
DTMF Signaling Method* [ Mo Preference v
— [Save] [ Delete ] [Reset] [ add Mew ]
@ *_ indicates required item.
@ **_ Device reset is not required for changes to Packet Capture Mode and Packet Capture Duration, L8
“
&) Dare S @ mternet

e 10.0.10.7 is my Exchange Unified Messaging server role’s IP address.
e The “Rerouting Calling Search Space” will allow Exchange to reroute a call from the directory to an
extension.



A Yoice Mail Pilot Configuration - Microsoft Internet Explorer

eBack v \_/I @ @ _;‘] ;\J Search '“51‘\'5-‘ Favorites 6‘3 [‘E{v .,,___;.. D _J

Agldress|@ https: 10,20, 10, 1:6443}ccmadmingvmPilatEdit dotkey=a8c24a06-1a2: ¥ | |[ggd Go ks @ @& -

File Edit YWiew Favorites Tools Help ",'

alial,  Cisco Unified CM Administration RakiEEEtl
cisco

For Cisco Unified Communications Solutions

admin

System »  Call Routing -+ Media Besources = “oice Mail = Device -

Yoice Mail Pilot Configuration e Back To Find,/List v
B Sane x Delete Iﬂl} Acled e

Cisco Unified CM Admi

Application = User Management -

¥oice Mail Pilot Information

Yoice Mail Pilot Numl:-er|1|:||:||:| |

Calling Search Space |.=; Mone =

v
Cescription |Default |
Make this the default Woice Mail Pilot for the system
= [Save] [ Delete ] [ add Mew ]
® *_ indicates required itern.
&) Done 2 & Intermet

Add the Voice Mail Pilot number for user’s to dial to reach your Exchange Voice Mail Server

This number is then referenced in the Route Pattern that is associated to the e12_truck (SIP Trunk)



| SIP Profile Configuration - Microsoft Internet Explorer

File Edit “iew Favorites Tools Help

1 A { . ! ; 2y =
@ Back - \._./I @ @ ilj /‘ﬁ\] Search ‘}\f Farvarites @ E/f_{ = E J ﬁ .‘3
Address |@ htbps:/i10.20,10.1:8443 ccmadmingsipProfileEdit, do?key=Ffcbc 7551 -4d5d-48F3-91 + Go Links ** % -

aliali Cisco Unified CM Administration LEAEEEEY <isco Unified CM Administration]
cisco

For Cisco Unified Communications Solutions

admin About

System » CallRouting +  Media Rezourcez »  Yoice Mail +  Device = Application = Uzer Management = Bulk &

SIP Profile Configuration B B ) Back To Find,/List w
Copy % Reset E:} A Mewy

A
Status i
|7 Status: Ready
SIP Profile Information
* .
Marne |Standard SIP Profile |
Description |Default SIP Profile |
Default MTP Telephony Event Payload Type™ |1IZIl |
[lredirect by Application
[ oisable Early Media on 180

[ %

@ Done é ﬂ Internet

Double check your SIP Profile has the payload of type 101.



Exchange Steps

1. Dial Plan
SIP-DP Properties E'
| Settings || Dialing Rule Groups || Dialing R estrctions
| General || Subscriber Access || Dial Codes | Features

Allow zallers ta transfer ta uzers

Allowe callers to gend woice meszages

Callers can contact:
(%) Users within thiz dial plan

() Anyone in the default global address list

) Only this extension:

) Only this auto attendant;

) Anyone in this address list;

Matched name selection method:

|Nn:|r'|e w

k. l [ Cancel Apply




SIP-DP Properties [z|

| General || Subszcrber Access || Dial Codes [ Featuresz |

| Settings | Dialing Fule Groups | Dialing Restrictions

Allow callz to uzers within the zame dial plan
Allow calls to extensions

Select allowed in-countyreqion rule groups fram dial plan:

o8 Add. .

Select allovwed international rule groups from dial plan:

8 Add. .

k. l [ Cancel Apply

2. UM IP Gateways — This is the CallManager Server’s IP address



10.20.10.1 Properties

General |

Statuz: Enabled
Modified:  Monday, June 02, 2008 2:51:36 P

(%) |P Address:

110.20.10.1
Ewxample: 192.163.10.10

(3 Fully qualified domain name [FODM];

Example: zmarthost. compary. com

Allow outgoing calls through this LI 1P gateway

k. l [ Cancel Apply

| used the defaults for the rest of the “Unified Messaging” configurations within Organization Configuration. Except
for the Dial Plan | used four digit numbers.



Auto Attendant

1. Create a new Route Pattern to an unused number and associate it to the e12_truck(SIP Trunk)

Af-Test Properties E'

General | Greetings | Times | Features | Key Mapping | Dialing Restrictions |

Statuz: Enabled

Agzociated dial plan: ~ SIP-DP
Modified: bonday, June 02, 2008 2:46:18 Pk

Estension number to aszociate:

A EdE 25

1100

Auto attendant iz speech-enabled
[] Use this DTMF fallback auto attendant:

] l[ Cancel ] Apply




Ah-Test Properties

X

| General || Greetings || Times || Features| k.ey Mapping | Dialing Hestrictiu:un$|

E nable buginessz hours key mapping

epadd.. 7 Edi. 2

# M ame
1 1

E =tenzion Auta Atbendant Adi
200

<

[ 2

[ ] Enable non-business hours key mapping

# I ame E =tenzion Auta Atbendant Adi

| #

|

k. H Cancel ] Apply




Ah-Test Properties

3

Allow callz to wzers within the game dial plan
Allow calls to extensions

Select allowed in-countryreqion rile groups fram dial plan:

o8 Add. .

| General | Greetings | Times | Featurss | Key Mapping| Dialing Restrictions

Select allowed international rule araups from dial plan:

8 Add. .

k. l [ Cancel Apply




	License

	Setup Exchange MWI

	Domain Information 
	Exchange CAS Infor
mation 
	PBX Information

	MWI Outcall



	Common Setup Problems

	Windows 2008 Issues

	IIS recommended setting
	Cisco CM Sample Config



