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Installing plug-ins e N6 FileMaker Pro 9 (-

For Mac OS X: 1 of 5 selected, 31,01 GB available

m  Quit FileMaker Pro.

m  Putthefile"Troi_Encryptor.fmplugin” from
the folder "Mac OS Plug-in" into the
"Extensions” folder in the FileMaker Pro ‘7
application folder. -

m If you haveinstalled previous versions of this . k
plug-in, you are asked: “An older item named FileMaker Pro.app l

“Troi_Encryptor.fmplugin” aready existsin
thislocation. Do you want to replace it with
the one you're moving? . Press the OK button.
m  Start FileMaker Pro. Thefirst time the Troi
Encryptor Plug-inis used it will display a 1 .
flash dialog box, indicating that it is loading English Extras Extensions

and showing the registration status. .5
For Windows: 4 PO E—— >

m  Quit FileMaker Pro.

m  Putthefile"Troi_Encryptor.fmx" from the
directory "Windows Plug-in" into the "Extensions’ subdirectory in the FileMaker Pro application directory.

m If you haveinstalled previous versions of this plug-in, you are asked: “This folder already contains afile
caled Troi_Encryptor.fmx’. Would you like to replace the existing file with thisone? . Pressthe Y es button.

m  Start FileMaker Pro. The Troi Encryptor Plug-in will display a dialog box, indicating that it is loading and
showing the registration status.

The instructions above show FileMaker Pro 9. You can aso install the plug-in with FileMaker Pro 7 or 8.x.

TIP You can check which plug-ins you have loaded by going to the plug-in preferences. Do one of the following:
m  Windows: choose Edit menu!> Preferences.

s MaclOS: choose FileMaker Pro menu!> Preferences.
Then in the Preferences dialog box, click the Plug-1ns tab.

Y ou can now open the file "All Encryptor Examples.fp7" to see how to use the plug-in's functions. Thereisalso a
function overview available.

If you have problems

Thisuser guide tries to give you al the information necessary to use this plug-in. So if you have a problem please
read this user guide first. Also you might visit our support web page:

<http://www.troi.com/support/>

This page contains FAQ's (Frequently Asked Questions), help on registration and much more. If that doesn't help you
can get free support by email. Send your questions to suppor t@troi.com with afull explanation of the problem. Also
give as much relevant information (version of the plug-in, which platform, version of the operating system, version of
FileMaker Pro) as possible.

If you find any mistakes in this manual or have a suggestion please et us know. We appreciate your feedback!

TIP You can get more information on returned error codes from our OSErrrs database on our web site:
<http://www.troi.com/software/oserrrs.html>. This free FileMaker database lists all error codes for Windows and
Mac OS!
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What can this plug-in do?

The Troi Encryptor Plug-in is avery powerful tool for dealing efficiently with encryption in your FileMaker Pro
database. All from within FileMaker you can:

* Encrypt and decrypt text fields

* Encrypt and decrypt container fields, with for example JPEGs in it

* Create MD5 or SHA1 Message Digests

* And more...

Troi Encryptor Plug-in isthe new name for Troi Coding Plug-in. It can use a standard industry strength, 128 bit
Rijndael AES Encryption scheme. And the plug-in is upward compatible with data encrypted with Troi Coding 1.6
for FileMaker Pro 6!

Software requirements

System requirements for Mac OS
Mac OS X 10.3.9 for PowerPC-based Macs or Mac OS X 10.4.5 for Intel-based Macs.

System requirements for Windows
Software Requirements: Windows 2000 (Service Pack 4), or Windows XP (Service Pack 2).

FileMaker requirements

FileMaker Pro 7 or FileMaker Developer 7. or higher
FileMaker Pro 8 or FileMaker Pro Advanced 8 or higher
FileMaker Pro 8.5 or FileMaker Pro Advanced 8.5 or higher.
FileMaker Pro 9 or FileMaker Pro Advanced 9 or higher.

NOTE Troi Encryptor Plug-in version 2.0 (and later) started using the native plug-in API of FileMaker Pro 7. The
functions of this plug-in have this format: FunctionName(parameterl ; parameter2). This means that UNICODE is
supported and more.

Troi Encryptor Plug-in version 2.0 (and later) does NOT run on versions prior to FileMaker Pro 7.0. If you need to
run on versions prior to FileMaker Pro 7: see our web site for the Encryptor Plug-in 1.6.2 which isusing the 'classic'
plug-in API, which isusing the External ( "functionName" , "parameter") format. The 1.6.2 version runs on

FileMaker 6, 5.x and 4.x.

FileMaker Server and AutoUpdate

You can also use FileMaker Server 7, 8 or 9 to serve databases that use functions of the Troi Encryptor Plug-in. You
need to have the plug-in installed at the clients that use these functions.

The AutoUpdate feature of FileMaker Server can help you automate installing and updating plug-ins automatically.
We created an example file and a tar formatted plug-in of Troi Encryptor Plug-in (only needed on Mac OS X) to get
you started:

Visit our AutoUpdate web page to download the example:

<http://www.troi.com/software/autoupdate.html >



http://www.troi.com/software/autoupdate.html

Getting started

Using external functions

The Troi Encryptor Plug-in adds new functions to the standard functions that are available in FileMaker Pro. The
functions added by a plug-in are called external functions. Y ou can see those extra functions for all plug-ins at the top
right of the Specify Calculation box:

Specify Calculation

“valuate this calculation from the context of: | Sets v _ Select External functions

-C;J.rres.'lt. :I;;E-I.e -’S-ets"} ﬁ Operators View: -E;térn.alnfuné_ii-éns ﬂ to see a” the pluglns.

Text A eyl | = |4 & Plug-in names

Text B et * TrText_ANDText{ textA ; textB )

General Options | SELLES T S N a0 TrText_Cetline( whichLine ; text § External functions

ANDText Calc — — < TrText_NOTText( switches ; textA... shown here

XORText Calc '-_ 1| - ! or TrText_SortLines{ switches ; text )

NOTText Calc ( T \ | T | xor TrText_Uniguelines{ switches ; te_..

— S not v TrText_UniqueWords( switches ; t.. |y

ANDText Calc =

An External 2 =
. —— TrText_ANDText{ General Options ; Text A ; Text B)

function

Y ou use specia syntax with external functions: FunctionName( parameterl ; parameter 2) where FunctionNameis
the name of an external function. A function can have zero or more parameters. Each parameter is separated by a
semi-colon. Plug-ins don't work directly after installation. To access a plug-in function, you need to add the callsto
the function in a calculation, for example in a Encryptor calculation in Define Fields or in a ScriptMaker Script.

Where to add the external functions?

External functions for this plug-in can be used in a calculation field when you are defining fields (choose Define
Database from the File menu). Also the plug-in's functions can be used in a script step using a calculation, for
examplein a Set Field script step.



Simple example

We start with a simple example to get you started. Say you have a database Secrets.fp7, with atext field called
myText, and atext field called EncryptedField. Now add the following script step to a script:

Set Field[EncryptedField, Encr_EncryptRijndagl AES( "-Unused”; "secret” ; myText)]

Thiswill encrypt the text from the field myText into the EncryptedField, using the password "secret". This gives this
result (or similar, as the encrypted text is different every time):

<TROI_AES STD_ENCR10>
NV FJPSV 9f X 19F X 19f X 19f bpstsaSthcl /85T5dcj Ev71SuD Gy 72Z/tAbf FUyOY 7A2I TaSjzEx
wyy-+kHnWsgo/ J1d7BZeRWA 6Whtzn8/xyAgm47Sul167SIMLbSk/K 1 11dK FuaQ==
</TROI_AES STD_ENCRI10>

Now the original text can be deleted, but be sure to remember your password, as otherwise you can not retrieve the
original text.

Note that function names, like TrText_EncryptRijndael AES are no longer case sensitive.

Please take a close |ook at the included example files, as they provide a great starting point. From there you can move
on, using the functions of the plug-in as building blocks. Together they give you al the tools you need to perform
powerful encryption and coding.

Rijndael AES Encryption

What is AES?

The Advanced Encryption Standard (AES), aso known as Rijndael, is a block cipher adopted as an encryption
standard by the US government. It was adopted by National Institute of Standards and Technology (NIST) asUS
FIPS PUB 197 in November 2001.

See also:

<http://www.nist.gov/>
<http://csrc.nist.gov/CryptoT ool kit/tkencryption.html>

The cipher was devel oped by two Belgian cryptographers, Joan Daemen and Vincent Rijmen, and submitted to the
AES selection process under the name "Rijndael”. Rijndael can be pronounced "Rhine dahl", along "i" and a silent
n ell i

AES isconsidered to be very secure. AES has the potential to remain secure well beyond twenty years. See aso here:
<http://csrc.nist.gov/CryptoT ool kit/aes/aesfact.html>

The strength of AES make it very useful in complying with HIPAA guidelines.

For compatibility with Troi Coding Plug-in, the Troi Encryptor Plug-in aso still implements the newDES a gorithm.
Note that newDES is |ess secure than AES.

TIP It isrecommended that for new project you use AES encryption.

What do | need to know about AES?

To be able to work with the plug-in you don't need to know all the technical details. But for those interested the
details are in the next section below. Here are some things you do need to know:


http://www.nist.gov/
http://csrc.nist.gov/CryptoToolkit/tkencryption.html
http://csrc.nist.gov/CryptoToolkit/aes/aesfact.html

- Be sure to remember the key (case sensitive!): without it you can not retrieve the original data.

- It'sgood practice to use a password that is at least 6 characters long. Y ou can use higher Unicode characters.
- Don't store the password.

- Use aglobal for the password field.

- The encrypted text is different every time you encrypt the same text. Thisis not a bug, but a security feature!

How is AES implemented in Troi Encryptor?

The Troi Encryptor Plug-in implements Rijndael AES as follows:

1) Convert the input plaintext

The source plaintext is encoded from the fmp7 native Unicode to UTFS8.
2) The password is converted to UTF8

Passwords are UTF8 encoded before the key is derived. This means that all Unicode characters can be used for the
password.

For example:
"japan_ xx" becomes "japan_OxEG98BEE7A4BA" as password ( xx are japanese characters)
"espana’ becomes "espaOxC3B1a" as password

3) Generation of derived key, Initialization Vector and Salt.

From the UTF8 password a 16 byte derived key and an Initialization Vector (1V) are derived:
Thisis done viathe PBKDF2 standard (RFC 2898 - PKCS #5: Password-Based Cryptography Specification Version
2.0). See:

<http://www.fags.org/rfcs/rfc2898.html>

Also a 20 byte salt is generated, which will make the encryption result different each time, making it more secure.
ThelV isusedinan initia step in the encryption of data and in the corresponding decryption of the data. The IV
need not be secret; however, for the CBC modes, the IV for any particular execution of the encryption process must
be unpredictable. Thisisthe case with Troi Encryptor.

4) Encryption of the data.

The dataiis encrypted using AES-128 bit, CBC with a 16 byte key and IV and a 20 byte salt. Padding is done
according to PKCS5. Thisresultsin the <Encrypted Data> .

5) Extra information

Extrainformation is added at the beginning, like this:

<TROI internal use only> 16 bytes
<Salt> 20 bytes
<SHA-1 digest of the password> 20 bytes
<Encrypted Data> actual length

6) Thisresult is Base64 encoded.
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7) The plug-in adds a two tags around thefinal result:

<TROI_AES STD_ENCRI10>
NV FJPSV 9f X 19F X 19f X 19f bpstsaSthcl /85T5dcj Ev71SuD Gy 72Z/tAbf FUyOY 7A2I TaSjzEx
wyy-+kHnWsgo/ J1d7BZeRWA 6Whtzn8/xyAgm47Sul167SIMLbSk/K | 11dK FuaQ==
</TROI_AES STD_ENCRI10>

Getting extra information

If you want to know the derived key, Initiaization Vector or Salt you can add one or more of these switches to
retrieve more information:

-AddintializationVectorinfo ~ add the used Initialization Vector at the end of the result (need not be kept secret)

-AddSaltinfo add the used Salt at the end of the result (need not be kept secret)
-AddKeylnfo add the derived key at the end of the result (keep secret!)
For example:

Set Field [ secretField,

Encr_Rijndael AES ("-AddSaltinfo" ; gEncryptionPassword ; textField )]
thiswill result in:

<TROI_AES STD_ENCRI10>
NV FJPSV 9f X 19FX19f X 19fbkO656mTvK WiWbK Qqul 7R5tZd7+aQ3h0Qal QOOBEUtFjXDL RXNQp
rwFN 1JhuE5SSNPaSBWhCrteX 7uPmgK pdy FrmcGwaX 7Cj Z5¢E/ SwD6L Wh3hguv1JObZgj 7+n
fWhvudAfIFM 765T8hlg6BbeH;j 20UwGz

</TROI_AES STD_ENCR10>

<TROI_SALT>43bae7a993bca5a259b290aae97b479b5977bf 9a</TROI_SALT>

Container fields

Y ou can also encrypt any type of container field, even containers that store areference only. Note that for those
containers only the reference is encrypted, not the original. This applies for all reference pictures and QuickTime
movies.

Container data consists of several streams. Each stream is converted to Base64 and this text is then encrypted. The
Troi Encryptor Plug-in formats the container data like this:

<TROI_BINARY_CONTAINER10><number of streams>
:|-e-n>gth stream1><streaml data>
:|-e-n>gth stream2><stream?2 data>
:|-e-n>gth stream3><stream3 data>

<ITROI_BINARY_ CONTAINER10>

The resulting text is then encrypted the same way as atext field would be.



Message Digests

SHA-1 and MD5 algorithms

SHA-1 isthe Secure Hash Algorithm (SHA) was developed by NIST and is specified in the Secure Hash Standard
(SHS, FIPS 180). SHA-1 isarevision to this version and was published in 1994. It is aso described in the ANSI
X9.30 (part 2) standard. SHA-1 produces a 160-bit (20 byte) message digest. Although slower than MD5, this larger
digest size makesit stronger against brute force attacks.

MD5: MD5 was developed by Professor Ronald L. Rivest in 1994. Its 128 hit (16 byte) message digest makesit a
faster implementation than SHA-1.

In both cases, the fingerprint (message digest) is non-reversible: your data can not be retrieved from the message
digest, yet the digest uniquely identifies the data.

What is a hash algorithm?

MD5 and SHA-1 are hash algorithms for computing a 'condensed representation’ of a message or adatafile. The
‘condensed representation’ is of fixed length and is known as a 'message digest' or 'fingerprint'.

What makes this useful, isthat it is computationally infeasible to produce two messages having the same message
digest. This unigueness enables the message digest to act as a ‘fingerprint’ of the message. This opens up the
possibility of using thistechnology for issue like data integrity and comparison checking.

For instance when you download or receive atext, you can use MD5 or SHA-1 to guarantee that you have the
correct, unaltered text by comparing its hash with the original. Y ou are essentially verifying the text's integrity.

Summary of functions

The Troi Encryptor Plug-in adds the following functions:

function name short description

Encr_BinaryToNum
Encr_Checksum
Encr_Code
Encr_Compress
Encr_DecodeBase64
Encr_DecodeSafeAscii
Encr_Decompress
Encr_DecryptNewDES
Encr_DecryptRijndael AES
Encr_EncodeBase64
Encr_EncodeSafeAscii
Encr_EncodeShortSafeAscii
Encr_EncryptNewDES
Encr_EncryptRijndael AES
Encr_MakeDigest
Encr_NumToBinary
Encr_Rotatel3
Encr_SetCryptKey
Encr_TextSignature
Encr_Version

Converts a binary number to its decimal representation.

Sum of the ASCII values of the characters modulo 1024.

Performs a encryption or decryption of the data field, depending on switches.
Compresses text using aZL 1B algorithm.

Decodes atext formatted in Base64 to the original text.

Decodes atext in the SafeASCI| format to the original text.
Decompresses text that was previously compressed.

Decrypts text using a newDES algorithm and the current crypt key.
Decrypts text using a the Rijndael AES algorithm and the password.
Encodes a text to Base64 encoding.

Encodes atext to lower ASCII charactersin therange 45...127.
Encodes atext to Ascii charactersin the range 45...127.

Encrypts text using a DES algorithm and the current crypt key.
Encrypts text using a the Rijndael AES algorithm and the password.
GeneratesaMD5 or SHA1 digest.

Converts a number to its binary representation.

Very ssimple coding of text.

Specify which key is used to encrypt and decrypt a text.

Generates a signature of the characters that you can see

Use this function to see which version of the plug-in isloaded. Thisfunction is
also used to register the plug-in.
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Function Reference
Encr_BinaryToNum

Syntax Encr_BinaryToNum( switches ; binaryNumber )

Converts a binary number to its decimal representation.

Parameters
switches reserved for future use, leave empty or set to "-Unused”
binaryNumber the number that needs to be converted to its decimal representation.

Returned result

A decimal number

Special considerations

See also the Encr_NumToBinary function for the reverse functionality.

Example usage
Set Field [ result, Encr_BinaryToNum( "-Unused” ; 10 )] will return as result 2.

Set Field [ result, Encr_BinaryToNum( "-Unused" ; 10010 )] will return asresult 18.

11



Encr_Checksum

Syntax Encr_Checksum( switches ; text )

Sum of the ASCII values of the characters modulo 1024. ALL characters are counted, also non-printing characters like
spaces and returns.

Parameters
switches reserved for future use, leave empty or set to "-Unused”
text the text to calcul ate the checksum of

Returned result

anumber

Special considerations

A checksum might be the same for 2 different texts. The chance on thisis normally quite low (one in 1024).
See also the Encr_MakeDigest function for a more robust check if text is the same.

Compatibility with Troi Coding Plug-in:

Text is converted to the FileMaker Pro 6 character set. For other characters the UNICODE value sum modulo 1024 is used.
This ensures that fields with data from older FileMaker 6 databases will have the same checksum.

Example usage

Set Field [ result, Encr_Checksum( "-Unused" ; "Hello world." )] will give aresult of 106.

You can use this function to see if the contents of afield has changed. Y ou store the checksum and then later compare it to
the current checksum.

12



Encr_Code

Syntax Encr_Code( switches ; password ; data)

Performs a encryption or decryption of the data field, depending on switches.

Parameters
switches specify what (de)coding action to perform
password the password to use
data the text (or container) to perform the action on

Switches can be:
-EncryptDES encrypt using the newDES algorithm (and the password)
-DecryptDES decrypt using the newDES algorithm (and the password)
-EncryptRijndael AES  encrypt using the (more secure) AES algorithm (and the password)
-DecryptRijndael AES  decrypt using the (more secure) AES agorithm (and the password)
-DecodeSafeA scii DecryptDESDecompress

first decode from SafeAscii, then decryptDES and then decompress

for Rijndael encryption you can also add one or more of these switchesto retrieve extrainformation:
-AddintidizationVectorinfo

add the used Intialization Vector at the end of the result (need not be kept secret)
-AddSdtinfo add the used Salt at the end of the result (need not be kept secret)
-AddKeyInfo add the derived Key (derived from the password) at the end of the result (keep secret!)

Other switches are not (yet) possible.

Returned result

the coded text. This can be encrypted text or decrypted text.

Special considerations

- You can use this function to encrypt and decrypt without a script.

- For good security make sure the key is at least 6 characters long. Also be aware that the key is case sensitive.

- Rijndael AES is more secure algorithm than NewDES.

See Encr_EncryptRijndael AES for more technical information on the AES implementation.

- New in v2.5.2: the switch "-DecodeSafeAsciiDecryptDESDecompress’ Thiswill perform three actionsin succession: first
decode from SafeAscii, then decrypt the intermediate result (using decryptDES) and finally decompressit.

Example usage

Set Field [ secretField,
Encr_Code( "-EncryptDES" ; gEncryptionPassword ; textField )]

Set Field [ result,
Encr_Code( "-DecryptDES" ; gDecryptionPassword ; secretField )]

gDecryptionPassword = aglobal text field where the user can type in the password that will be used to generate akey for
the encryption or decryption.

13



Encr_Code

Example 2

Set Field [ secretField,
Encr_Code( "-EncryptRijndael AES -AddintializationVectorInfo" ; gEncryptionPassword ; textField )]

this will result in:

<TROI_AES STD_ENCR10>

NV FJIPSV 9f X 19f X 19f X 19fbk O656m TvK WiWbK Qqul 7R5tZd7+aQ3h0Qal QOO6EUtF XxDL RXNQp
rwFN1JhuE5SNPaSBWhCrteX 7uPmgK pdyFrmcGwaX 7Cj Z5¢cE/| SiwD6L Wh3hguv1JObZgj 7+n
fWhvudAfIFM 765T8hlg6BbeH] I 20UwGz

</TROI_AES STD_ENCR10>

<TROI_SAL T>43bae78993bcaba259h290aae97hb4 790597 7bf9a</TROI_SALT>

14



Encr_Compress

Syntax Encr_Compress( switches ; text )

Compresses text using a ZLIB agorithm.

Parameters
switches reserved for future use, leave empty or set to "-Unused”
text the text to compress

Returned result

the compressed text string.

Special considerations
NOTE 1: short strings (less than 20 characters) of text might be longer after compression.

NOTE 2: the compression result can contain all ASCII codes (0-255). See "Encr_EncodeSafeAscii” for conversion to safe
ASCII codes.

Example usage
Set Field [ result, Encr_Compress( "-Unused" ; "123456789 123456789 123456789" )]
will result in the compressed string: "x03426153! " TOfd#&/{!

Example 2

In adocument database you have defined a text field named "letterContents" which contains the main part of aletters. Then
you can define acalculation field:

LetterCompressCalc calculation = Encr_Compress( "-Unused" ; LetterContents )]

thisfield will contain the compressed version of the field.

15



Encr_DecodeBase64

Syntax Encr_DecodeBase64( switches ; text )

Decodes a text formatted in Base64 to the original text.

Parameters
switches reserved for future use, leave empty or set to "-Unused”
text text to decode

Returned result

The result will be the original text

Special considerations

Y ou can encode text with: "Encr_EncodeBase64".

Example usage
Set Field [ result, Encr_DecodeBase64( "-Unused" ;

"SGV'yZSBpcyBhl GJpdCBvZiBleGFtcGxI I HRIeHQUIK UgRGIUIX QgZm9yZ2V Ol HRv
|GhhdmUgZnVuL CBHN250aGVyl GFuZCBCv3JnI SA=")]

gives this result:

Hereisabit of example text. « Don’t forget to have fun, Gunther and Berg!

16



Encr_DecodeSafeAscii

Syntax Encr_DecodeSafeAscii( switches ; text )

Decodes atext in the SafeASCII format to the original text.

Parameters
switches reserved for future use, leave empty or set to "-Unused”
text the text to decode

Returned result
the original text

OR
"$$-301 (Decoding Error)" , when the decoding failed.

Special considerations

See also: Encr_EncodeSafeAscii and Encr_EncodeShortSafeAscii.

Example usage

Set Field [ result, Encr_DecodeSafeAscii( "-Unused” ;
"thistext isignored!!!
%Troi SafeAscii v1.0
.V-PDon/Tt-Pforget-Pto-Phave-Pfun-\-PG.Pnther-Pand-PB/>rg-Q-P
%End SafeAscii v1.0
this text too...")]

givesthisresult: " Don't forget to have fun, Ginther and Berg! "

Example 2

In adatabase you have defined atext field named "receivedEmail" which contains the body of an email which contains a part
that is encoded as ASCII Safe. Then you can define a calculation field:

DecodedCalc calculation = Encr_DecodeSafeAscii( "-Unused” ; ReceivedEmail )]

thisfield will contain the decoded text.

17



Encr_Decompress

Syntax Encr_Decompress( switches ; text )

Decompresses text that was previously compressed.

Parameters
switches reserved for future use, leave empty or set to "-Unused”
text the text to decompress

Returned result

the decompressed text

OR

"$$ Decompression Error" + an error code, when the decompression failed.

Special considerations

NOTE 1: this function can only decompress text that was previously compressed with "Encr_Compress' function (ZLIB
algorithm). Currently no other algorithms, like ZIP and Stuffit (.sit) are supported.

Example usage

Set Field [ result, Encr_Decompress( "-Unused"; "x03426153! " TOfd&#/{ )]

will result in the decompressed string: 123456789 123456789 123456789"

Example 2

In adocument database you have defined a text field named "letterCompressed” which contains the main part of aletters,
compressed. Then you can define acalculation field:

letterContentsCalc calculation Unstored, = Encr_Decompress( "-Unused”; letterCompressed )]

thisfield will contain the uncompressed version of the contents.

18



Encr_DecryptNewDES

Syntax Encr_DecryptNewDES( switches ; text )

Decrypts text using a newDES algorithm and the current crypt key. Specify the correct key first with the function
"Encr_SetCryptKey".

Parameters
switches reserved for future use, leave empty or set to "-Unused”
text the text to decrypt

Returned result

the decrypted text

Special considerations

If the current key does not match the key used to encrypt the text is not decrypted, and the input text is returned unchanged.
- Rijndael AES is more secure algorithm than NewDES: See Encr_EncryptRijndagl AES for information on this algorithm.

Example usage
Set Field [ gErrorCode, Encr_SetCryptKey( "-Unused" ; "mySecret” )]
If [gErrorCode = Q] A )
Set Field [ result, Encr_Decrypt( "-Unused" ; "I'ué—JtO<=! U000y, ] ¢C°dedl™ )]
End If

givesthisresult: "Hello World".
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Encr_DecryptRijndaelAES

Syntax Encr_DecryptRijndael AES( switches ; password ; text )

Decryptstext using athe Rijndael AES agorithm and the password.

Parameters
switches reserved for future use, leave empty or set to "-Unused”
password the password to use
text the text to decrypt

Returned result
the decrypted text or container data or an error code.
Possible error codes are;
$$-4244 no password was given
Special considerations
- Be sure to remember the key (case sensitive!): without it you can not retrieve the original text.
- Theresult field should be the same type as the original field that was encrypted.
See Encr_EncryptRijndael AES for more technical information on the AES implementation.
Example usage
Encr_DecryptRijndael AES( "-Unused” ; "mypassword” ;
"<TROI_AES _STD_ENCR10>
NV FJIPSV 9f X 19f X 19f X 19fbpsts4Sthcl /85T 5dcj Ev71suDGy 727 /t4bfFUy QY 7A 21 Ta3jzEx
wyy+kHnWsgo/1J1d7BZeRWA 6Wbtzn8/xyAgm47SuJ167SIM L b5k/KI11dK FuaQ==
</TROI_AES STD_ENCR10>")
This will gives this result:
mySecretTexts

Example 2

In adatabase you have defined atext field named "encryptedPatientData" which contains encrypted illness data. Then define a
caculation field:

patientDataCalc calculation Unstored = Encr_DecryptRijndael AES( "-Unused" ; gPasswordField ; patientData )

the calculation field will contain the decrypted text, but only if the password is correct.

20



Encr_EncodeBase64

Syntax Encr_EncodeBase64( switches ; text )

Encodes atext to Base64 encoding. The result can be sent safely over the Internet without any characters being changed.
This function formats the output so that it is better readable for email.

Parameters
switches reserved for future use, leave empty or set to "-Unused”
text text to encode

Returned result

The result will be formatted in base64.

Special considerations

Y ou can decode it with: "Encr_DecodeBase64".
base64 can be about 4/3 as big as the original.

From Wikipedia, the free encyclopedia:

...base64 is a data encoding scheme whereby binary-encoded datais converted to printable ASCII characters. It isdefined asa
MIME content transfer encoding for use in internet e-mail. The only characters used are the upper- and lower-case Roman
alphabet characters (A-Z, a&2z), the numerals (0-9), and the "+" and "/" symbols, with the "=" symbol as a specia suffix
code. More information:

.(http://en.wikipedia.org/wiki/Baset4

Example usage

Set Field [ result, Encr_EncodeBase64( "-Unused" ; "Hereisabit of example text. « Don't forget to have fun, Gunther and
Barg! " )]

gives this result:

SGVyZSBpcyBhl GIpdCBvZiBleGFtcGxIIHRIeHQuIK UgRGOu1X QgZm9yZ2VO0IHRv
|GhhdmUgZnV uL CBHN250aGVylGFuZCBCv3Inl SA=
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Encr_EncodeSafeAscii

Syntax Encr_EncodeSafeAscii( switches ; text )

Encodes atext to lower ASCII charactersin the range 45...127. The result can be sent safely over the Internet without any
characters being changed. This function formats the output so that it is better readable for email.

Parameters
switches reserved for future use, leave empty or set to "-Unused”
text text to encode

Returned result

The result will be formatted like this:
%Troi SafeAscii v1.0
safetext line 1
safe text line 2

%End SafeAscii v1.0

Special considerations
Y ou can decode it with: "Encr_DecodeSafeAscii”.

NOTE: If you don't want formating (areturn and a header and footer) use "Encr-EncodeShortSafeAscii” function.

Example usage
Set Field [ result, Encr_EncodeSafeAscii( "-Unused” ; "« Don't forget to have fun, Gunther and Barg! " )]
gives this result:

%Troi SafeAscii v1.0

.V-PDon/Tt-Pforget-Pto-Phave-Pfun-\-PG.Pnther-Pand-PB/>rg-Q-P
%End SafeAscii v1.0
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Encr_EncodeShortSafeAscii

Syntax Encr_EncodeShortSafeAscii( switches ; text )

Encodes atext to Ascii charactersin the range 45...127. These character can be exported as tab separated text and also sent
safely over the internet.

Parameters
switches reserved for future use, leave empty or set to "-Unused”
text text to encode

Returned result
The result will be formatted like this:
%Bencodedsafe text%E

This result of this function can be safely exported to for example TAB separated text.

Special considerations

See dso:

Troi-EncodeSafeAscii and Troi-DecodeSafeAscii.

Example usage

Set Field [ result, Encr_EncodeShortSafeAscii( "-Unused” ; "+ Don’'t forget to have fun, Ginther and Barg! " )]

givesthisresult: "%B.V-PDon/Tt-Pforget-Pto-Phave-Pfun-\-PG.Pnther-Pand-PB/>rg-Q-PY%E"

Example 2

In adatabase you have defined atext field named "patientName" and "patientData" which contains user data. Then you can
defineacalculation field:

safeNameCalc caculation = Encr_EncodeShortSafeAscii ( "-Unused" ; patientName)]
safeDataCalc  calculation = Encr_EncodeShortSafeAscii ( "-Unused” ; patientData)]

these fields will contain the encoded text. If you export these safe fields you can get it like this:
Bj/>rn<TAB>Broken heel

TIP Use this function for sending encrypted data.
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Encr_EncryptNewDES

Syntax Encr_EncryptNewDES( switches ; text )

Encrypts text using a DES algorithm and the current crypt key. Specify a key first with the function "Encr_SetCryptKey".

Parameters
switches reserved for future use, leave empty or set to "-Unused”
text the text to encrypt

Returned result

the encrypted text

Special considerations

- Be sure to remember the key (case sensitive!): without it you can not retrieve the original text.

Use "Troi-Code" to encrypt without the need for a script.

- Theresult field should be atext field. If you encrypt into a date or number field it won't work as FileMaker wantsto
interpret is as a (date) number.

- Rijndael AES isamore secure agorithm than NewDES. See the function Encr_EncryptRijndagl AES.

Compatibility with Troi Coding Plug-in:
For backward compatibility, passwords are still Mac ASCII encoded except for chars not in the Mac ASCI| set, these chars
are now UTF8 encoded before the key is derived. For example:

"japan_TJ becomes "japan_OXEG98BEE7A4BA" as password

"egpania’ becomes "espafia’ as password
Text is converted to the FileMaker Pro 6 character set. For other characters the UNICODE valueis converted to a numeral
reference. This ensures that fields with data from older FileMaker 6 databases will have the same encryption. the numeral
references look like: &#192; which is the greek small letter pi.

Example usage
Set Field [ gErrorCode, Encr_SetCryptKey( "-Unused" ; "mySecret” )]
If [gErrorCode = (]
Set Field [ result, Encr_EncryptNewDES( "-Unused" ; "Hello World" )]
Set Field [ gErrorCode, Encr_SetCryptKey( "-Unused" ; "different Key" )]
End If

givesthisresult: "I'é—JtO<=! U;F00y, ] ¢Codesr™

Example 2

In adatabase you have defined atext field named "patientData" which contains illness data. Then define a calculation field:
encryptedDataCalc calculation Unstored = Encr_Encrypt( "-Unused" ; patientData )]

thisfields will contain the encrypted text.

TIP Use the Encr_EncodeSafeAscii function for sending data safely over the internet.
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Encr_EncryptRijndaelAES

Syntax Encr_EncryptRijndael AES( switches ; password ; dataToEncrypt )

Encrypts text using a the Rijndael AES algorithm and the password.

Parameters
switches modifies the behavior of the function
password the password to use
dataToEncrypt the text (or container data) to encrypt

Y ou can add one or more of these switches to retrieve extrainformation:
-AddintidizationVectorinfo
add the used Initialization Vector at the end of the result (need not be kept secret)
-AddSdtinfo add the used Salt at the end of the result (need not be kept secret)
-AddKeyInfo add the derived Key (derived from the password) at the end of the result (keep secret!)

Other switches are not (yet) possible.

Returned result
the encrypted text or an error code.

Possible error codes are;
$$-4244 no password was given

Special considerations

- Be sure to remember the key (case sensitivel): without it you can not retrieve the original data.

- It's good practice to use a password that is at least 6 characterslong. Y ou can use higher Unicode characters!
- Don't store the password.

- Useagloba for the password field.

- The encrypted text is different every time you encrypt the same text. Thisis not a bug, but a security feature!

Technical details:
Thetext isencrypted using AES-128 bit CBC with a 16 byte key and 1V (derived via PBKDF2) and 20 byte salt. Padding
according to PKCS5. Result is Base64 encoded. More technical details can be found at the beginning of the user guide.

About Unicode and Passwords:

Passwords are always UTF8 encoded before the key is derived. This meansthat al Unicode characters can be used for the
password.

For example:

"japan_TJ becomes "japan_OXE698BEE7A4BA" as password

"espana’ becomes "espaOxC3B1a" as password

Text isalso UTF8 encoded before encryption.

Containers:

- You can also encrypt any type of container field, even containers that store a reference only. Note that for those containers
only the reference is encrypted, not the original. This appliesfor all reference picturesand QuickTime movies.

Container data consists of several streams. Each stream is converted to base64 and thistext isthen encrypted. Thetext is
formatted like this:
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Encr_EncryptRijndaelAES

<TROI_BINARY_CONTAINER10><number of streams>
:Ien>gth streaml1><streaml data>
:Ien>gth stream2><stream?2 data>
:Ien>gth stream3><stream3 data>

</TROI_BINARY_CONTAINER10>

Example usage
Encr_EncryptRijndad AES( "-Unused” ; "mypassword" ; "mySecretTexts" )
Thiswill givesthisresult (or similar, as the encrypted text is different every time):
<TROI_AES STD_ENCR10>
NV FJIPSV9fX 19fX 19f X 19fbpsts4Sthcl /85T 5dcj Ev7IsuDGy 72Z/t4bfFUyQY 7A2I Ta3j zEx
wyy+kHNnWsgo/1 J1d7BZeRWA 6Whtzn8/xyAgm47SuJ167SIM L b5k/K I 11dK FuaQ==
</TROI_AES STD_ENCR10>
Example 2
In adatabase you have defined atext field named "patientData" which contains illness data. Then define acalculation field:

encryptedDataCalc calculation Unstored = Encr_EncryptRijndael AES( "-Unused" ; gPasswordField ; patientData)

the calculation field will contain the encrypted text.

Example 3

Set Field [ secretField,
Encr_EncryptRijndagl AES( "-AddIntiaizationVectorinfo" ; gEncryptionPassword ; textField )]

this will result in:

<TROI_AES STD_ENCR10>

NV FJIPSV 9f X 19f X 19f X 19fbk O656m TvK WiWbK Qqul 7R5tZd7+aQ3h0Qal QOO6EUtF XxDL RXNQp
rwFN1JhuE5SNPaSBWhCrteX 7uPmgK pdyFrmcGwaX 7Cj Z5cE/I SiwD6L Wh3hguv1JObZgj 7+n
fWhvudAfIFM 765T8hlg6BbeH] I 20UwGz

</TROI_AES STD_ENCR10>

<TROI_SAL T>43bae7a993hcaba259h290aae97b47905977bf9a</TROI_SALT>
The last part contains the so called Salt, which was used to change the encryption result. NOTE: Normally it is not

necessary to know about Salt, IV's and derived Keysto useit. If you want to decrypt the data on a non-FileMaker system it
might be useful.
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Encr_MakeDigest

Syntax Encr_MakeDigest( switches ; text )

GeneratesaMD5 or SHA1 digest.

Parameters
switches determines the behaviour of the function
text the text to calculate the digest of

Switches can be one of this:

-md5 use the MD5 algorithm

-shal use the SHA-1 algorithm

Y ou can aso add one of the switches below:

-hex (default) isto be output as a hex dump. Thisisthe default case for a"normal" digest as opposed
to adigita signature.

-colons add colons between the result

Returned result

the digest, which is a string of bits.
MD5: adigest of 128 bits, formatted as 32 characters
SHA-1: adigest of 160 hits, formatted as 40 characters

The characters are all lower ASCII and therefore safe to send across the internet.

Special considerations
What is MD5 and SHA-1?

MD5: MD5 was developed by Prof. Rivest in 1994. Its 128 bit (16 characters) message digest makes it a faster
implementation than SHA-1.

SHA-1: The Secure Hash Algorithm (SHA) was developed by NIST and is specified in the Secure Hash Standard (SHS,
FIPS 180). SHA-1 produces a 160-bit (20 characters) message digest. Thislarger digest size makes it stronger against brute
force attacks.

Example usage

Encr_MakeDigest( "-md5" ;
"Here is a sample text that you can see the digest of." )

gives this result: "937ddb8fcd1c7d947aa3hb66789e8268"

If you add the "-colons " switch, the result is:
"93:7d:db:8f:cd:1c:7d:94: 7a:a3:bb:66:78:9e:82:€8"

If you use the "-shal" as switches, the result is:
"0e987e2893ba31h7h724d53991bf 7b3d6bdabb75"

If you use the "-shal -colons " as switches, the result is:
"0e:98:7e:28:93:ba:31:b7:b7:24:d5:39:91:bf: 7b: 3d:6b:da:bb: 75"
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Encr_MakeDigest

Example 2

Y ou can use this function to check if the (meaning) of atext was not changed, by adding the signature to the message.

Send Message] message & "IMD5 Digest=" & Encr_MakeDigest( "-md5" ; message)]

At the receiving end you need these fields:

signaturePos = Position(messageReceived, "MD5 Digest=", 1,1)

messageClean = Left(messageReceived, signaturePos)

signatureReceived = Middle(messageReceived, signaturePos+ 12, Length(messageReceived))
messageOK = Encr_TextSignature( "-Unused” ; messageClean ) = signatureReceived
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Encr_NumToBinary

Syntax Encr_NumToBinary( switches ; number )

Converts a number to its binary representation.

Parameters
switches reserved for future use, leave empty or set to "-Unused”
number the number that needs to be converted to abinary.

Returned result

The number in binary notation.

Special considerations

The maximum number to be converted = 4294967295

Example usage
Set Field [ result, Encr_NumToBinary( "-Unused" ; 2)] will return asresult 10"

Set Field [ result, Encr_NumToBinary( "-Unused” ; 18)] will return asresult "10010"

Example 2

This example uses a negative number:

Set Field [ result, Encr_NumToBinary( -2 )] will return asresult "11111111111111111111111111111110" which isthe

ones complement of 2.
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Encr_Rotatel3

Syntax Encr_Rotatel3( switches ; text )

Very simple coding of text. Shifts the character values by 13 to encrypt text stored in aFileMaker field. The field may be

decrypted by using Rotatel3 again.

Parameters
switches reserved for future use, leave empty or set to "-Unused”
text the text to Rotate

Returned result

the text that was rotated.

Special considerations

Use this only as a simple way to make reading difficult.

Example usage
Set Field [ result, Encr_Rotatel3( "-Unused” ; "Hello World" )]

givesthisresult:  "Uryyb Joeyq"

Example 2
Set Field [ result, Encr_Rotatel3( "-Unused" ; "Uryyb Joeyq" )]

givesthisresult: "Hello World"
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Encr_SetCryptKey

Syntax Encr_SetCryptKey( switches ; the key )

Specify which key is used to encrypt and decrypt atext.

Parameters
switches reserved for future use, leave empty or set to "-Unused”
the key the key is used to encrypt and decrypt atext.

Use this before you use the function "Encr_Encrypt" or "Encr_Decrypt". The key hasto be at least 6 characters

long and is case sensitive.

Returned result

0if the key was set succesfully.

Example usage

Set Field [ gErrorCode, Encr_SetCryptKey( "-Unused” ; "mySecret" )]
If [gErrorCode = (]

Set Field [ result, Encr_Encrypt( "-Unused" ; "Hello World" )]

Set Field [ gErrorCode, Encr_SetCryptKey( "-Unused" ; "different Key" )]
End If

givesthisresult: "I'1é—JtO<=! U;F00y, ] ¢Codesr™

Note that after the encryption the key is set to a different one, to prevent subsequent use of it.
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Encr_TextSignature

Syntax Encr_TextSignature( switches ; text)

Generates a signature of the characters that you can see. This means that only characters a-z, A-Z and 0-9 are used to
generate the signature. So adding non-printing characters like spaces and returns doesn’t change the signature.

Parameters
switches reserved for future use, leave empty or set to "-Unused”
text the text to calculate the signature for

Returned result

Signature: astring of 24 characters.

Special considerations

See also the Encr_MakeDigest function for a more robust check if text is the same.

The charactersin the result are al lower ASCII and is therefore safe to send across the internet.
Compatibility with Troi Coding Plug-in:

Text is converted to the FileM aker Pro 6 character set. For other characters the UNICODE value is converted. This ensures
that fields with data from older FileMaker 6 databases will have the same TextSignature.

Example usage

Set Field [ result, Encr_TextSignature( "-Unused” ;
"Here is a sample text that you can see the signature of." )]

givesthisresult: "CqdSyentvR5TN9bY SHG2MKdZ"

Example 2
Y ou can use this function to check if the (meaning) of atext was not changed, by adding the signature to the message.
Send Message] message & "fSignature=" & Encr_TextSignature( "-Unused" ; message )]

At the receiving end you need these fields:

signaturePos = Position(messageReceived, "{Signature=", 1,1)

messageClean = Left(messageReceived, signaturePos)

signatureReceived = Middle(messageReceived, signaturePost+ 12, Length(messageReceived))
messageOK = Encr_TextSignature( "-Unused" ; messageClean ) = signatureReceived
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Encr_Version

Syntax Encr_Version( switches)
Use this function to see which version of the plug-in isloaded.
Note: Thisfunction is aso used to register the plug-in.
Parameters
switches determines the behaviour of the function
switches can be one of this:
-GetVersionString the version string is returned (default)
-GetVersionNumber Returns the version number of the plug-in

-ShowFlashDialog Shows the Flash Dialog of the plug-in (returns 0)

If you leave the parameter empty the version string is returned.

Returned result

The function returns ? if this plug-in is not loaded. If the plug-in is loaded the result depends on the input parameter. It is
either a

VersionString:
If you asked for the version string it will return for example "Troi Encryptor Plug-in 2.5"

VersionNumber:
If you asked for the version number it returns the version number of the plug-in x 1000. For example version 1.5 will
return number 1500.

ShowFlashDial ogResullt:
Thiswill show the flash dialog and then return the error code 0.

Special considerations
Important: always use this function to determine if the plug-in is loaded. If the plug-in is not loaded use of external
functions may result in data loss, as FileMaker will return an empty field to any external function that is not loaded.
Example usage
We assume that a calculation number field cVersion is defined like this:

cVersion = Encr_Version

Thiswill evaluate to "Troi Encryptor Plug-in <version number>". This currently returns "Troi Encryptor Plug-in 2.5".
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Encr_Version

Example 2

Encr_Version( "-GetVersionNumber" ) will return 2600 for version 2.6.
Encr_Version( "-GetVersionNumber" ) will return 2510 for version 2.5.1
Encr_Version( "-GetVersionNumber" ) will return 3000 for version 3.0

So for example to use afeature introduced with version 2.0 test if the result is equal or greater than 2000.
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